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PROBLEM STATEMENT

- DNS latency is the time taken to transmit the data and
return from a certain location.

- The lower the latency, the better it is for you. _|:|_ \

domain.com
» Our main objective is to find out what influences DNS 216%28& l :

response latency and also DNS errors and failure
mechanisms, and scalability.
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CONCEPT

> We treate software that is similar to

>

microservices (such as NGNIX) and
focused entirely on latency tests and D
necessary health checks.
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This software will be installed in a
smart router which acts as a DNS

proxy.
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Cloudflare 1.1.1.1 8.39

SERVERI.D IS FETCHED OpenDNS 208.67.222. | 11.26
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Quad9 9.9.9.9 24.69
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SOLUTION

. Designing software to keep track of all third-party
DNS servers.

. The router APl communicates with the programme to
determine the optimal DNS server for a given period
of time when a DNS query is generated.

. The DNS server with the lowest ping rate is assigned
by this software.



CONCLUSION

Initially we will be checking the ping rate and
health status of the DNS servers with the help of

open source health checker like uptrend.

We develop software to install in a smart router
which helps in the reduction of latency issues by

dynamically changing the DNS server with respect to
their ping rate.

Hence the data traffic is equally distributed among

the third party DNS servers to reduce High DNS
Latency issues.




%




