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Why is privacy in DNS important?

• Because everything we do on the internet begins with a query to the
DNS.

• If one can see our queries in real time, one could create a detailed
profile of ourselves, our interests, and our activities.

• Many actors appear to be using the DNS to monitor what we do
online and censor which services we can access.

• As the Internet of Things (IoT) gets more widely adopted, privacy
issues are becoming more prevalent, preventing greater adoption.



A schematic of the functioning of secure DNS 
highlights privacy concerns at the DNS operator.

A schematic showing how oblivious secure DNS 
works, which could help to solve privacy concerns.



What is the scope of the project?

The following questions will be answered as best as possible

• Can eliminate unauthorized DNS surveillance?

• Can we make it more difficult to acquire individual activity profiles?

• What would it take to make ODoH feasible in the context of IoT?

• How to deal with common challenges in the context of the IoT while
maintaining privacy?

According to mentors, this might serve as the basis for secure DNS
implementation in IoT environments.



How do we implement the project?

This project, as mentors pointed out, has three components: integration,
development, and qualitative analytics.

• The internal workings of the DNS will be investigated.

• To encrypt the DNS queries and responses, several asymmetric encryption
methods will be studied.

• A testbed will be made, deployed, and evaluated for scalability,
privacy enhancement, and performance.

• As suggested by mentors, existing proxy and target implementations will be
reviewed and implemented in the context of the IoT.



A schematic of a possible testbed incorporating an 
oblivious solution for secure DNS.

A schematic of the event flow in the secure DNS 
following the incorporation of the oblivious solution.
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